CYBER-CRIME

The Challenge in Asia

Edited by
Roderic Broadhurst and Peter Graboshy

FERXZ

HoNG KONG UNIVERSITY PRESS



Contents

Lists of Tables and Figures viii

Foreword xi
Justice K Bokhary, Hong Kong Court of Final Appeal

Acknowledgements xiit
Contributors XV
Abbreviations xxiii
1. Computer-Related Crime in Asia: Emergent Issues 1

Roderic Broadhurst and Peter Grabosky

2. The Global Cyber-Crime Problem: The Socio-Economic Impact 29
Peter Grabosky

3. Cyberspace Governance and Internet Regulation in China 57
Kam C Wong and Georgiana Wong

4. Cyber-Crime and E-Business in China: A Risk Perception 79
Perspective
Ivan S K Chui



vi Contents

5. Governance in the Digital Age: Policing the Internet in 89
Hong Kong
Laurie Yiu Chung Lau

6. Third Party ‘Responsibilisation’ Through Telecoms Policing 109
Keiji Uchimura

1. Cyber-Security: Country Report on Singapore 125
Clement Leong and Chan Keen Wai

8. Cyber-Crime in the 21st Century: Windows on Australian Law 141
Simon Bronitt and Miriam Gani

9. Cyber-Crime: Current Status and Countermeasures in Japan 169
Masao Tatsuzaki

10. Cyber-Crime in India: The Legal Approach 183
Pavan Duggal

11. Computer Crimes: What Everyone Should Know About Them 197
K H Pun, Venus L § Cheung, Lucas C K Hui,
K P Chow, W W Tsang, HW Chan, C F Chong

12. Cyber-Crime Legislation in the Asia-Pacific Region 207
Gregor Urbas

13. Law Enforcement in Cyberspace: The Hong Kong Approach 243
Michael Jackson

14. International Cooperation in Combating Cyber-Crime in Asia: 269
Existing Mechanisms and New Approaches

Jeffrey G Bullwinkel
13. The Council of Europe Convention on Cyber-Crime: 303
A Response to the Challenge of the New Age
Peter Csonka
16. Human Security and Cyber-Security: Operationalising 327

a Policy Framework
Julie Shannon and Nick Thomas



17. The Future of Cyber-Crime in Asia

Peter GrabosKy and Roderic Broadhurst
Notes
References

Index

Contents

347

361

403

419

vii



