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Section 1
Attacks and Vulnerabilities

Chapter 1
Attacks on IT Systems: Categories of Motives

Georg Disterer, University of Applied Sciences Hannover, Germany

Computer attacks can be categorized based on the courses of action used to exploit vulnerabilities such
as break-in, masquerading, and probe attacks. Computer attacks also can be categorized based on the
result of attacks, such as corruption, leakage, and denial. In this chapter, the author categorizes the at-
tacks in respect of attacker's motivations into ten categories, such as greed, hopelessness, and curiosity.
In each category, the author uses recently occurred incidents to illustrate the motives of people who
attack company IT systems.

Chapter 2
Wireless Security 17

Faisal Kaleem, Florida International University, USA
Kang K. Yen, Florida International University, USA

Wireless technologies such as WiFi, Bluetooth, and cellular wireless have become instrumental in our
daily life. However, attackers could possibly break into the wireless network to steal valuable information
and thus cause loss of assets. Therefore, the study of wireless security is a big issue to both individuals
and organizations. In this chapter the authors start with the introduction of wireless technology history.
The authors then explicate the wireless security threats in wireless local area network and wireless per-
sonal area network. At last, the countermeasures of wireless attacks are presented.



Section 2
Security Technologies

Chapter 3
Analysis, Development and Deployment of Statistical Anomaly Detection Techniques
for Real E-Mail Traffic 47

Gianluca Papaleo, Istituto di Elettronica e di Ingegneria dell 'Informazione e delle
Telecomunicazioni, Italy & Consiglio Nazionale delle Ricerche, Italy

Davide Chiarella, Istituto di Elettronica e di Ingegneria dell 'Informazione e delle
Telecomunicazioni, Italy & Consiglio Nazionale delle Ricerche, Italy

Maurizio Aiello, Istituto di Elettronica e di Ingegneria dell 'Informazione e delle
Telecomunicazioni, Italy & Consiglio Nazionale delle Ricerche, Italy
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Generally, there exist two main intrusion detection techniques: anomaly detection and misuse detection.
Misuse detection involves the comparison of observed traffic data with a set of well defined rules that
describe signatures of intrusions. If the signature of observed network traffic is not matched with any
of predefined rules, it is declared as an attack. Anomaly detection searches for intrusive activities by
comparing network traffic to those established acceptable normal usage patterns learned from training
data. If the pattern of observed data is different from those learned normal ones, the data is classified
as an attack. In this chapter, the authors review anomaly detection and misuse detection approaches in
detecting worms spreading through the Internet. The authors also investigate several aspects concerning
the analysis, development and deployment of statistical anomaly detection techniques for e-mail traffic.

Chapter 4
Forensics Challenges for Mobile Phone Security 72

Halim M. Khelalfa, University of Wollongong in Dubai, UAE

Mobile phone forensics is a quite new research topic in the field of digital forensics. It is associated with
recovering digital evidence or data from mobile phones. Chapter Four begins with an introduction of
GSM and CDMA cellular wireless technologies, followed by an investigation of forensics issues such
as guidelines, procedures, tools, and threats. This chapter ends with a presentation of current researches
as well as trends on mobile phone forensics. ^ —

Chapter 5
Applying Continuous Authentication to Protect Electronic Transactions 134

Silas Leite Albuquerque, University of Brasilia, Brazil
Paulo Roberto de Lira Gondim, University of Brasilia, Brazil

Authentication is very important in protecting computer systems. It is a process to verify an individual's
identity whether s/he has enough authorization to access the computer system or not. In the beginning



of this chapter, the authors explore the ideas regarding trust models in electronic transactions. The au-
thors then research electronic transactions security using continuous authentication processes in trust in
electronic communications systems, brief revision about conventional authentication models, continuous
authentication concepts, and biometrics.

Chapter 6
Identity-Based Cryptography: Applications, Vulnerabilities and Future Directions 162

Jenny Torres, University Pierre and Marie Curie, France
Michele Nogueira, Federal University of Parana, Brazil
Guy Pujolle, University Pierre and Marie Curie, France

Cryptography is the science that uses key to encrypt a message into ciphertext and decrypt the cipher-
text back into plaintext. Identity-Based cryptography (IBC) uses a public key for encryption, which the
key represents the identification of a user. The Chapter Six presents an introduction of symmetric-key
cryptography and asymmetric-key cryptography technologies. An investigation of IBC attacks and its
security vulnerabilities as well as the solutions against those vulnerabilities are also provided.

Chapter 7
Audio Visual System for Large Scale People Authentication and Recognition over
Internet Protocol (IP) 183

Sue Inn Ch 'ng, Nottingham University Malaysia Campus, Malaysia
Kah Phooi Seng, Sunway University, Malaysia
L'i-Minn Ang, Nottingham University Malaysia Campus, Malaysia
Fong Tien Ong, Nottingham University Malaysia Campus, Malaysia
Nottingham University Malaysia, School of Engineering, Selangor, Malaysia

With respect to information technology, biometrics becomes more and more important to individual's
identity and access control. Thanks to the use of more and more reliable user authentication technique,
the security of information systems are therefore enhanced. In this chapter, the authors begin with an
overview of audio-visual systems. Then the authors propose an audio-visual system using face and voice
modality biometrics technology so that the system could handle large volume of people recognition
over internet protocol.

Chapter 8 —
Firewall 204

Biwu Yang, East Carolina University, USA

Firewalls protect personal computers and infrastructure networks from malicious threats. Based upon
a set of rules, firewalls examine all traffic passing through and only allow legitimate messages to pass.
In this chapter, the author describes various types of firewalls, security policies on firewalls, firewall
architectures, and firewall implementation considerations.
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Risk Assessment and Management

Chapter 9
Risk Assessment and Real Time Vulnerability Identification in IT Environments 229

Laerte Peotta de Melo, University of Brasilia, Brazil
Paulo Roberto Lira Gondim, University of Brasilia, Brazil

Security risk assessment is important to the security of an organization. It is a process to ensure that the
security controls for a system are fully commensurate with its risks. In this chapter, the authors raise at-
tention to risks, attacks, threats, and vulnerabilities in a business. The main risk assessment techniques
and frameworks are also discussed. Then the authors propose a pro-active framework for identifying
vulnerabilities and assessing risk and demonstrate their model using a client/server approach.

Chapter 10
Challenges to Managing Privacy Impact Assessment of Personally Identifiable Data 254

Cyril Onwubiko, Research Series Limited, UK

With the advance of computer technology, a large amount of personal information data could be easily
and quickly retrieved without permission. As a result, how to use appropriate process to protect personal
information data and corresponding privacy regulations and legislations become critical. In this chapter,
the author begins with a discussion of challenges to manage privacy impact assessment of personally
identifiable information. Then the issues relating to privacy impact assessment of new and in-service
projects are demonstrated. Finally the author provides a model showing how to conduct privacy impact
assessment on both new and in-service projects.

Chapter 11
Combining Security and Privacy in Requirements Engineering 273

Saeed Abu-Nimeh, Damballa Inc., USA
Nancy R. Mead, Carnegie Mellon University, USA

A lack of security and privacy requirements could lead to insecure software. Security and privacy re-
quirements engineering focuses on identifying software security and privacy risks in early stages of a
software development lifecycle. In this chapter, the authors propose a model that integrates the security
risk assessment techniques with privacy risk assessment techniques. To make sure that both the existing
security and the privacy risk assessment techniques follow the same methodology and require the same
expertise, a classification scheme of risk assessment methods is applied. Also, the authors use pseudo-
software development projects to evaluate the feasibility of their proposed model.



Section 4
Strategic Planning of Information Security

Chapter 12
Regulatory and Policy Compliance with Regard to Identity Theft Prevention, Detection,
and Response 292

Guillermo A. Francia III, Jacksonville State University, USA
Frances Shannon Hutchinson, Jacksonville State University, USA

The information data of an organization must be available when needed and well protected from un-
authorized inside and outside intruders. How the information data is managed and protected must be
carefully planned. This chapter discusses regulatory and policy compliance in the field of information
security. The authors start with the regulatory compliance, and a variety forms of legislation that has an
impact on regulatory compliance are discussed. The authors then provide guidelines on the development
of policies in response to identity theft. Finally, policy compliance for achieving the policy's goals and
auditing to determine whether policy compliance has actually been achieved are presented.
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